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Types of Artificial
Intelligence
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Machine Learning (ML)

Algorithms whose performance
Improves as they are exposed to
more data over time

Generative Al

Al algorithms that are

trained on large data

sets to produce new,
previously unseen
data that looks like

I the training data




Generative Al

Generative Al Is a type of artificial
Intelligence that uses machine
learning models to create new
data that is like the data it has
been trained on. It "learns” from
existing examples and then
applies that learning to generate
new content or predictions.




GENERATIVE Al USE CASES

Use Case

Examples

Content Generation GPT-3 for generating articles, scripts, or fictional writing.

Art Creation

DALL-E 2 for creating digital images and artwork from textual
descriptions.

Music Composition

AIVA (Artificial Intelligence Virtual Artist) for composing symphonic
pieces.

VVideo Games

Al Dungeon for generating dynamic narratives in games.

Virtual Avatars

Samsung NEON for creating lifelike human avatars that can interact with
users.

Drug Discovery

Atomwise uses Al to predict molecule bindings for drug discovery.

Protein Structure
Prediction

DeepMind’s AlphaFold for predicting 3D structures of proteins critical to
scientific research.

Fashion Design

Al tools like Glitché to design innovative fashion items.

Architecture

Al models that assist in generating building layouts and structures.




GENERATIVE Al USE CASES

Use Case

Examples

Marketing Content

Persado uses Al to generate personalized marketing messages and emails.

Customer Service

Chatbots and virtual assistants powered by Al for handling customer inquiries and
support.

Educational Tools

Al tutors and personalized learning experiences, like those developed by Khan
Academy and Duolingo.

Legal Document
Analysis

ROSS Intelligence for legal research and litigation support by analyzing case law
and legal documents.

Advertising

Al-driven dynamic advertisement generation tailored to user preferences and
behaviors.

News Generation

Automated Insights for generating news stories from data inputs.

Language Translation

Google’s Al-powered translation tools for real-time, multilingual translation services.

Financial Analysis

Bloomberg's Al-powered financial tools for market trend analysis and stock
lpredictions.

Voice Synthesis

Descript’s Overdub for generating and editing digital voice recordings with natural
sound.

Personalized Shopping

Al-driven recommendation systems on platforms like Amazon and Netflix.

Autonomous Vehicles

Tesla’'s Autopilot system using Al to navigate and make driving decisions.
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THE GENERATIVE Al STACK

APPLICATION LAYER
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TO GET THE MOST OUT OF LLMS, IMPROVE YOUR PROMPTING SKILLS

/ What is it? \ Why does it matter? \
* Aprompt strategy Is a way of . Like a “query” is to search engines,

phrasing your request to an
LLM, such as ChatGPT or
Mistral

* Prompt strategy Is the process
of engaging with an LLM

« Prompt strategies can vary
depending on the specific task
you are trying to accomplish

< A

\power users

the prompt you enter is key to getting
the most powerful, accurate and
informative response

« (Good prompts increase your chance
of getting a good output from the
model

« As the old saying goes, “Garbage in,
Garbage out” applies here too!

« Like any skill being a “power user” can

be learned. Executives need to be




6 ELEMENTS OF A PROMPT
s —

Role

You are... an expert in juggling / French history...

Context/Background
You will be... presenting at a Board Meeting...

You are... developing a new business idea... B
Input
Using the following information as input...
Direction
Create/Write/Summarize/Answer the following...

‘ /
Output Format f
...as a paragraph, as atable, as bullets, as XLS file //'

/

Output Style /
...at the 12th grade level / as a haiku / written like /
Shakespeare / like a textbook chapter... / B 28

/ AN



TIPS FOR
EFFECTIVE
PROMPTING
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Be Specific: Clearly define what you need from the model. Include
key details that can influence the answer.

\,

4 : : . .

Provide Context: This could be the industry context, any specific
constraints, or prior relevant information that leads to your current
guestion.

Define Output Format: How do you want the information presented.
Do you prefer a list, a detailed explanation, code, or an Excel file, a
graph?

Use Clear Language: Clarity and conciseness prevent possible
confusion. Avoid overly complex language unless necessary for the
\context of the query.
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State Your Role: Specify the role you are playing, such as a B-school
professor, a sales leader, a developer etc.

\,
>

/\

Give Examples: Analogies and examples can help clarify what you
are asking for, especially when dealing with abstract concepts.

\.




EXAMPLE OF A WELL-DESIGNED PROMPT

“l want you to provide me with strategies for
effectively presenting the concept of customer focus
to a CEO audience. | want to illustrate the importance
of creating a customer-centric culture and mindset,
gaining superior customer insights, creating
customer-centric KPIs, and designing a customer-
centric organization. I'd appreciate examples and
case studies of real customer-centric companies like
Apple, Lexus, and the Ritz-Carlton. | want to give them
guidance on how to transform their company from a
product-centric to a customer-centric mindset. My
goal is to engage and provide actionable advice that
CEOs can apply within their organizations. | want the
output as a set of talking points, in paragraph format.”

N v
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Al STRATEGY IS A LEADERSHIP CHALLENGE.

Al (and GenAl) changesthe
nature of work, the skills needed
to perform the work and the roles
_ needed to infuse Al capabilities
e 7 into the organization. To succeed

) B with Al strategy, you need to lead
from the top.

DATA PRIVACY AND * 27
REGULATORY CHALLENGES, ° )

NEW “MOATS” LIKE
PROPRIETARY DATA
AND PLATFORMS

AUTOMATION OF
COGNITIVE AND

TRANSFORMATION OF CREATIVE WORK

ROLES AND SKILLS

STAKEHOLDER
ENGAGEMENT
AND BUY-IN



KEY QUESTIONS FOR EXECUTIVES IN DEVELOPING A GEN Al STRATEGY.

USE CASES

TECHNOLOGY

ORGANIZATION

v Is Gen Al applicable to
our key business
problems?

v What are the most
promising use cases for
Gen Al in our business?

v" How do we frame the
business case for GenAl
initiatives?

v" How can we unlock
value at scale from
GenAl?

v" What HyperScaler
platforms should we
bet on?

v" What proprietary data
“moat” do we possess?

v" How should we ingest,
store, label and
represent data?

v" Should we tune an out
of the box model or

create our own model?
v" How do we ensure our

training data is not
biased or inaccurate?

v" How can we design the
most effective

rompts?
v How do we instrument promp

our products to collect
data automatically?

v How do we ensure that
our vendors will be
around in future?

v" How should we organize,
recruit, measure, reskill
and reward Al teams?

v" Who should have primary
responsibility for Gen Al
initiatives?

v How should we pair
humans with models to
make better decisions?

v How should we address
concerns such as bias,
privacy and regulations?

15
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MY ARMY OF Al ASSISTANTS

Al Bots * ChatGPT (GPT4-Turbo): Best at reasoning,
comprehensive responses, most versatile.
Custom GPTs.
P * Perplexity Pro: Connected to Web, Citations,
g @ Can choose among GPT-4 Turbo, Claude Opus,
or Mistral Large as underlying LLMs
e Co-Pilot: Only way to access GPT-4 Turbo for
free. Offers copyright indemnification.
* Poe: One-stop shop for all major models.
* Custom Bots created by community.
 Gemini Advanced: Multimodal input, 1m
token context window, human-like outputs

Copilot ChatGPT Perplexity Pro

Poe Gemini Advanced

17



GETTING RECIPES FROM SOUS CHEF

Cajun Grilled Chicken Thighs in a Cast Iron Pan (Serves 8)

Ingredients:

. Chicken thighs (bone-in, skin-on) - 8 to 12 pieces

N

. Olive oil - 3 tablespoons

w

. Garlic powder - 2 teaspoons

&

Onion powder - 2 teaspoons

5. Paprika - 2 tablespoons

6. Dried thyme - 2 teaspoons

7. Dried oregano - 2 teaspoons

8. Cayenne pepper - 1teaspoon (adjust based on heat preference)
9. Salt - to taste

10. Black pepper - to taste

11, Lemon (for serving) - 2, cut into wedges

Instructions:

1. Season the Chicken: Combine the spices in a bowl and rub them all over the chicken thighs
Allow to marinate for at least 30 minutes or overnight for best results.

2. Preheat Your Pan: Heat your cast iron pan on the grill or stove over medium-high heat

3. Cook the Chicken: Brush the chicken with olive oil and place skin-side down in the pan. Cook
for about 6-7 minutes per side, or until the internal temperature reaches 165°F (74°C).

4. Rest and Serve: Let the chicken rest for a few minutes after cooking. Serve with fresh lemon

wedges.

18
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PREPARING KEYNOTE SPEECHES

@ You

| want to give a keynote speech on the business value of generative Al to a group of senior
business school alumni. They come from a wide range of industries. | want them to understand the
landscape of Generative Al, the key use cases, and how to put Generative Al to work in their lives.
Give me a 100-word summary of the keynote that | can use for marketing purposes.

@ ChatGPT

Unlock the transformative power of generative Al in business with our upcoming keynote. Explore
the dynamic landscape of generative Al technologies, discover pivotal use cases across diverse
industries, and learn practical strategies to integrate these innovations into your business
practices. Whether you're in finance, healthcare, marketing, or technology, this presentation will
equip you with the insights needed to leverage Al for enhanced decision-making, creative
solutions, and competitive advantage. Join us to transform theoretical knowledge into actionable

intelligence and drive your business forward with the cutting-edge capabilities of generative Al.

@ vou

Now prepare an outline of the keynote speech with key talking points. Use bullet points.

© ChatGPT

Here's an outline for your keynote speech on the business value of generative Al:

1. Introduction
* Welcome and overview of the session
* Brief introduction to the rise of generative Al and its impact on business innovation
2. Understanding Generative Al
* Definition and explanation of generative Al technologies
* Historical development and recent breakthroughs
® Core technologies behind generative Al (e.g., machine learning, natural language
processing, image generation)
3. Landscape of Generative Al in Business
® Qverview of current market trends and industry adoption
* Key players and innovators in the generative Al space
* Investment and growth statistics
4. Key Use Cases Across Industries
* Finance: Automated risk assessment, personalized financial advice
* Healthcare: Drug discovery, personalized medicine, and clinical documentation
* Marketing: Content creation, dynamic advertising, customer engagement
* Technology: Software development, debugging, predictive analytics
* Manufacturing: Design optimization, predictive maintenance
5. Strategic Implementation of Generative Al
* Assessing organizational readiness for Al integration
* |dentifying high-impact areas within your business
* Building a roadmap for generative Al adoption
6. Challenges and Ethical Considerations
* Addressing data bias and ethical implications
* Managing public perception and trust in Al-driven decisions
* Regulatory landscape and compliance issues
7. Transforming Theory into Practice
* Case studies of successful generative Al implementations
* Steps toinitiate generative Al projects in your company
* Measuring the impact and ROI of generative Al initiatives
8. Conclusion and Call to Action
* Recap of the key points discussed
* Encouragement to explore generative Al opportunities

* Q&A session



REWRITING AND SUMMARIZING DOCUMENTS




WRITING 10 MBA CASE STUDIES IN 20 DAYS!

Northwestern

Kellogg

Schaol of Management

MOHANBIR SAWHNEY 5-XXX-XXX

VidMorph: Pricing Strategy for a SaaS
Product

Scenario

Kate Wilson is the product manager for VidMorph, a SaaS company in the video
production software business. VidMorph offers an intuitive video editing platform that
caters to a wide range of users, from small businesses to large enterprises. The VidMorph
platform makes high-quality video production accessible and efficient.

Kate has been tasked with designing the pricing strategy for VidMorph. She must decide
whether to use a subscription-based pricing model or a usage-based pricing model. Next,
she must decide whether to offer a time-limited free trial of the full-featured product, or_
a freemium product consisting of a free-forever limited functionality version and a paid
full-featured version. Next, she must design the paywall for the paid version of the
product. Finally, she must decide the monthly subscription fees to charge for the product.

Company Background

VidMorph was created by two entrepreneurs, Jordan Blake, and Alexi Petrov. Jordan,
with a background in film production and digital media, had always been fascinated by
the storytelling power of videos. Alexi was an experienced software engineer and Al
enthusiast, with deep expertise in deep learning and machine vision algorithms. Their |
paths crossed at a tech conference in San Francisco in 2019. Jordan was making a
presentation on the future of digital storytelling, while Alexi was showcasing his latest AT
model that could generate lifelike animations. They realized that their expertise
complemented each other perfectly.

Jordan and Alexi began discussing the potential of combining AI with video production.
They envisioned a platform that could leverage the power of Al to democratize video
production, making it easy and accessible for anyone to create high-quality, personalized
videos without the need for extensive resources or technical skills. They launched the
prototype of their product in 2021, targeted at creators who were seeking innovative ways

Northwestern

Kellogg

Schoal of Management

MOHANEBIR SAWHNEY 5-XXX-XXX

Microsoft Teams versus Zoom: Challenging
the Challenger

Introduction

This case study traces Microsoft Teams' response to the unexpected rise of Zoom, propelled by
the COVID-19 pandemic in 2020. Taken by surprise by Zoom's rapid ascent, Microsoft mounted
a counteroffensive by capitalizing on its large enterprise customer base, expertise in creating
enterprise software, and deep integration of Microsoft Teams with its Microsoft 365 suite to rival
Zoom in the video communications market. The case focuses on a challenge that incumbents
technology companies often face - how to react when disruptive startups secure a first-mover
advantage in a new product category.

While incumbent firms often resort to acquiring such competitors, they can also challenge the
challengers by leveraging their established products, capabilities, customer relationships, and
partner ecosystem. The battle between Microsoft Teams and Zoom is another chapter in the
playbook that Microsoft has used many times since the 1980s. Historically, Microsoft has entered
new product categories where pioneering startups had already gained an early lead and then
leveraged its market power and platform assets to compete with these trailblazers.

Microsoft Teams - History and Background

Microsoft Teams was announced in New York on November 2, 2016, and officially launched on
March 14, 2017. Born out of Microsoft's vision to create an integrated hub for teamwork in its
Office 365 suite, Teams was designed to facilitate seamless collaboration, combining chat,
meetings, notes, and attachments. In its early days, Microsoft Teams was positioned against
Slack, a trailblazer in the team collaboration space that had built a large and loyal user base for its
platform for workplace communication. To differentiate Teams from competitors, Microsoft
focused on integrating Teams with Microsoft's existing suite of productivity tools, banking on the
strength of Microsoft's enterprise presence and its comprehensive suite of productivity products.

Microsoft Teams gradually expanded its feature set by adding features like advanced meeting
capabilities, extensive app integrations, and sophisticated security measures. Microsoft targeted
Teams at enterprises that already relied on Microsoft's products, making it a natural choice for
organizations seeking an all-encompassing communication solution. By integrating deeply with
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EXECUTIVE EDUCATION COURSES IN

Al Applications for Growth

Artificial Immelligence (Al) has moved into the mainstream of business, driven by
advances in cioud computing. big data, open sowrce software, and improved algorthms.
As Al technologies impact how we work, live, and manage businesses, organizational
leaders, nnovators, and investors are looking to hamess the power of Al to create
customer value and 3 competitive advantage

This program will stretch your thinking and broaden your perspectives with a practical
behind-the-scenes jook at how established companies - as well as start-ups - are putting
Al 10 work 1o disrupt industries and gain a competitive edge

“Why now? Al is at an inflection point based on a perfect storm of four interrelated
trends that are intersecting: cloud computing. big data, open source. and improved
algonthms”

Mohanber Sawhney. Academic Director. McConmick Foundation Chair of Technology
Chinical Professor of Marketing. Director of the Center for Research in Technology &

MOHANBIR SAWHNEY / Academic

Director

awcomcseslous

YY SAVE THIS PROGRAM

Al

Generative Al: Executive Strategies to
Unlock Enterprise Value

"I have researched and worked in the technology space for 35 years. | have never seen a
new technology evolve so quickly or make such an immediate impact” — Mohanbir
Sawhney

With the introduction of ChatGPT in late 2022 and the explosion of generative Al
platforms like Google Gemini and Microsoft Bing. the role of Al has risen to the top of
the C-sute agenda Organizations embracing these technologies are automating critical
tasks, reimagining functional depantments and redefining their competitive landscape.
Generative Al has the potential to dramatically improve the efficiency and effectiveness
of their operations

Using generative Al fo unlock business
We created Generative Al: Executive Strategies 1o Unlock Enterprise Value because we value
see an mflection pont. Thes 1s a generational opportunity for firms that can plan and
mplement guickly 1o capture top-ine and bottom-line growth. Through our academic

research and consulting engagements, we see early adopters — and early winness — a UPCOMING SESSIONS
coming from a vanety of industries. Leaders with a fundamental understanding of
generative Al willl be best equipped 1o identify and seize opportunities across their ﬁ SAVE THIS PROGRAM

enternrise and markets

* Top B-School online executive program in the US
* 800 enrollments in most recent two cohorts

* $2.3million gross revenue in 16 weeks

* Most successful executive program ever launched at Kellogg
e First B-school to launch Generative Al live virtual program
* Sold out: 80 enrollments/cohort, 3 cohorts, S1m gross revenue
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Knowledge Bot Project —
Collaboration with Infosys




The Al Knowledge Bots Project

We will develop a suite of Al-driven knowledge bots—Product Advisor

GPT, Marketing Advisor GPT, Innovation Advisor GPT, and Tech
Advisor GPT

By leveraging the Retrieval Augmented Generation (RAG) framework
and large language models (LLMs), these bots will provide business
advice to business executives and entrepreneurs worldwide.

Infosys will collaborate with Prof. Sawhney in developing these bots and
bring its expertise leveraging Gen Al Skill sets from similar engagements.
In the mature phase, the bot will feature a digital avatar of Prof.
Sawhney’s persona closely resembling vocal attributes, tone, cadence
and facial expressions.

W e will launch a beta version by the end of September 2024 and to reach
1 million users by the end of 2025. While the MVP and V1 will be free,
the V2 version can be monetized.
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Product Roadmap

MVP (September 2024) V1 (January 2025) V2 (March 2025)

Features - Q&A functionality - Enhanced RAG performance - Full digital avatar with voice
and likeness of Prof.
Sawhney _
- Initial RAG integration - Personalization options - Advanced analytics and
reporting features
- RLHF training - Feedback loop for continuous
improvement
User Interface - Text-based chat interface - Basic digital avatar without voice - Fully interactive digital
avatar
interface

- Simple command-line interactions - Improved textinteraction design - Voice interaction capability

Knowledge Base - Initial proprietary knowledge - Expanded knowledge base with - Comprehensive knowledge
ingestion more iverse sources base update with latest
businessinsights
- Basic retrieval system setup - Improved retrieval accuracy - Advanced retrieval
algorithms

Business Model - Free access to all users - Free access with optional - Introduction of custom and
registration forupdates B2B paid models
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THE GENERATIVE Al

DEFINE
“Find it”

DESIGN
“Bottle it”

DEPLOY
“Scale it”

Business & Customer Problem

What is the business and customer problem to be
solved with the application of Gen Al and why is
this an important problem?

Data & Model Management

What is the data strategy including the workflow to
integrate and process data to feed Gen Al models?
How will data access and sharing be controlled?
Which models best fit the jobs to be done and how
will they be trained and tuned to optimize outputs?

Test & Scale

What is the execution plan and success criteria for
an MVP Gen Al product? How will the solution be
deployed at scale? How will data, models and
prompts be optimized?

CANVAS - A BLUEPRINT FOR Al

Jobs to be Done

What are the jobs that end users want to do, along
with the functional, emotional and ancillary
attributes of that job? Why is this a good fit for Gen
Al capabilities?

Prompt Design & Engineering

How will you design, refine and assess the efficacy
of Gen Al prompts to elicitdesired responses from
the selected models? What context, inputs or
constraints will you provide the model? How will
you control associated compute costs?

Change Management

How will you cultivate trust and drive adoption of
the Gen Al powered capabilities? Who in the
organization will be accountable for ongoing
operations, safety and refinement?

BUSINESS CASES

Business & Customer Value

What is the anticipated business and customer
value that can be created by the Gen Al powered
capabilities? What is a quantitative estimate of the
value? How will you create and measure objectives
and key results (OKRs) to demonstrate value?

Rapid Solutioning & Prototyping

What is the desired user experience aligned with
the jobs to be done? What are the minimum viable
product (MVP) requirements to test and learn
quickly?

Risk Mitigation

How will bias, explainability, safety and regulatory
requirements be factored into the model outputs?
How will the applications be governed with
appropriate feedback loops to drive accuracy and
value while balancing costs and data sovereignty?




CASE STUDY: MARGIN OPTIMIZATION IN PALM OIL PRODUCTION

* The business problem we are facing is how to optimize our margins given our raw materials (e.g., CPO, CPKO). Our end-
to-end margin depends on the spread between input costs and the prices of the different products we can choose to
produce (including a variety downstream products such as oleo, functional fats & bio-diesel). In addition, these margins
are further influenced by dynamic factors such as destination parity/disparity, duty/levy changes, and logistics cost etc.

* This problem is important for us to address because we handle 10mmt a year and hence a small improvement ($5-
10/mt) can result in significant improvement in bottom line ($50-100m/year). In addition, the complexity of our business
has increased as we venture further downstream, and changes to government policy have become more frequent, all of
which makes it increasingly difficult for humans alone to analyze effectively. We believe this problem can be solved with
an Al-based solution that can provide alternative scenario analysis and hence help recommend optimal allocation of raw
materials on a timely basis. We estimate that the business value that our transformational Al initiative can generate over
the next 24 months is $100-200m. It will also help to codify and institutionalize our decision-making.

= To implement this initiative, we propose to create a cross-functional team that will consist of representatives from
Commercial (traders + downstream sales), production, supply chain, finance and the relevant technology experts. We
propose a proof-of-concept for our initiative that can be implemented in 90 days by focusing on our XYZ plant asitis a
good microcosm of our company.

= The hurdles we will face in implementing this initiative are (1) ensuring we have the right data set as inputs, (2) selection
of right technology/partner, and (3) potential leakage of proprietary trading expertise. We propose to overcome these
hurdles by (1) involving domain experts to obtain the right data sets, (2) leverage our ecosystem to chose the right
partners, (3) ensure POC is done with proper cyber security procedures.
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DEFINE
“Find it”

DEPLOQOY
“Scale it”

GEN Al CANVAS: MARGIN OPTIMIZATION IN PALM OIL

Business & Customer Problem

How to optimize our margins given our raw materials (e.g.,
CPO, CPKO). Our end-to-end margin depends on the
spread between input costs and the prices of the different
products we can choose to produce (including a variety
downstream products). These margins are further
influenced by dynamic factors such as destination
parity/disparity, duty/lew changes, and logistics cost etc.

Jobs to be Done

- Sourcing & Logistic planning

- Capacity & Production Planning
- Sales & Shipment planning

Complex scenario planning with multiple changing factors
that are interconnected which makes it difficult for humans
alone to analyze quickly & effectively.

Business & Customer Value

With the wolume we handle (10mmt/year), small
improvements ($5-10/mt) can result in significant
improvement in bottom line ($50-100m/year).

It will also help to codify and institutionalize our decision-
making.

Data & Model Management
Historical price data with product margin & spreads in
various scenarios to train the Al with domain experts.

Al will be fine-tuned with additional inputs from domain
experts who will examine and validate emergent
relationships.

Prompt Design & Engineering

Workshops with internal stakeholders and external
expertise to determine relevant data inputs, develop
common prompts/queries.

Incorporate additional model constraints to develop
practical recommendations (supply chain capacity limits).

Rapid Solutioning & Prototyping

Execute a 90-day pilot at XXX site asitisa good
microcosm of our company (capable of producing bulk
palm, and also many of our downstream products as well).

Implement role provisioning and access restrictions
following least privilege security requirements.

Test & Scale

Al and Human-in-the loop parallel run, with Al as an
assistant in the decision-making process.

Daily testing to compare Al output vs. reality.
Defining success:

- User experience in scenario planning

- Additional margin opportunities identified by Al

- Explain-ability / verifiability of recommendations

Change Management

Conduct Al enablement workshops first with core team
and later on with the broader staff to drive awareness of
the capabilities and guardrails.

Build feedback loops to improve model outputs and
ensure regulatory compliance.

Focus on trading augmentation (not replacement).

Risk Mitigation

(1)Having right data set as input - involvement of
domain expert to obtain right data set,

(2) Selection of right technology partner - leverage our
ecosystem to chose the right partners;

(3) Potential data leakage of proprietary trading expertise
- To ensure POC is done with proper cyber security
procedures.
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ETHICAL CONCERNSAND CHALLENGES WITH GENERATIVE AI

= Copyright Infringement and Data Leakage: Generative Al models are trained on massive datasets from a variety of
sources. This training process uses original artwork, content, and personal data of creators without the creators’
consent or compensation to creators. Personal and corporate data have also been unintentionally introduced into
generative Al training algorithms, which exposes corporations to potential theft, data loss, and violations of privacy.

= Hallucinations, Bad Behavior, and Inaccuracies: Generative Al tools can generate offensive, inappropriate, or
inaccurate content.

= Biases in Training Data: Generative Al models are only as good as the diversity and quality of data used to train the
models. Biased training data can teach Al models to treat certain groups of people disrespectfully, spread propaganda
or fake news, or create offensive images or content. “Data pollution” with Al-generated data is increasingly going to be
a challenge in creating “pristine” training data.

= Cybersecurity Jailbreaks and Workarounds: Generative Al tools can be jailbroken and used in ways that jeopardize
security. Generative Al models can convincingly manipulate humans through phishing attacks, adding a non-human
and unpredictable element to an already volatile cybersecurity landscape.

= Environmental Concerns: Generative Al models use up massive amounts of energy very quickly, both as they’re
being trained and as they later handle user queries. As these models continue to grow in size, use cases, and
sophistication, their environmental impact will increase exponentially.

= Lack of Transparency: Companies like OpenAl do not disclose kinds of data are being used and how they are
training generative Al models, which raises concerns about possible data misuse and makes it difficult to test the

guality and accuracy of model outputs.
39



STRATEGIES FOR IMPROVING THE BEHAVIOR OF Al MODELS

Train models on very high-quality feedback and try to teach them to extrapolate from lower-quality
feedback to higher-quality feedback.

Use prompt engineering to directly ask Al models to emulate wiser, ethical, and more thoughtful
evaluation.

Require Al to provide evidence, arguments, or justification that humans can understand for its
actions.

Make the training distribution very diverse, so that different types of errors in the reward signal would
“cancel out” and prevent mis generalization.

Include Adversarial Training by putting Al in situations where it can behave unethically. Give it a

negative reward for taking the opportunity, and a positive reward for refraining or checking in with a
human.




GENERATIVE Al ETHICS

Generative Al ethics are guiding principles and best practices for

developing and using generative Al technology in a way that does no
harm.

Key areas for generative Al ethics:
Consumer data privacy and security.
Regulatory compliance and appropriate use.
Copyright and data ownership.

Data and model training transparency.
= Unbiased training processes.
= Environmentally-conscious Al model usage.
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REGULATING GENERATIVE Al: PROS AND CONS

Pros:

Protecting privacy: Regulatory frameworks
could help prevent the misuse of personal
data.

Preventing malicious use: Generative Al
can be used to create deep-fakes or spread
misinformation. Regulatory frameworks can
discourage or penalize such activities.
Ensuring accountability: Regulations can
clarify who is responsible when an Al system
causes harm. This can ensure that victims
have legal recourse, and organizations have
incentives to build safe and reliable systems.
Promoting fairness: Regulatory frameworks
could require that Al systems are evaluated
for bias and fairness, helping to ensure that
these technologies are inclusive and fair.

Ccons:

Stifling innovation: Overly restrictive regulations
could slow down technological development and
innovation.

Global enforcement issues: Al technologyis
global, but regulations are enacted at a national
level. This can lead to enforcement challenges
and may allow malicious actors to operate from
jurisdictions with lax regulations.

Risk of overregulation or misregulation:
Policymakers might not fully understand the
technology, leading to regulations that are overly
restrictive, not restrictive enough, or misdirected.
Potential for bias: Regulations are created by
humans, who have their own biases. This could
lead to regulations that reflect and reinforce
existing societal biases.
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